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US Export Controls
___________________________________
This guidance is only a summary, which is not inclusive of US Export Controls. For additional information reference the following:

Export Administration Regulations (EARs) 
http://www.access.gpo.gov/bis/index.html
International Traffic in Arms Regulations (ITARs)
http://pmddtc.state.gov/itar_index.htm
Office of Foreign Assets Control (OFAC)
http://www.treas.gov/offices/enforcement/ofac/
US Department of Commerce - Bureau of Industry and Security (BIS)

http://www.bis.doc.gov/licensing/exportingbasics.htm
What are United States export controls and why should you be aware?
· Export Control Laws are laws which prohibit the unlicensed “export” of certain controlled technologies to FOREIGN PERSONS for reasons of national security and trade protection.
· Export controls govern the transfer of information and materials to foreign persons or entities of restricted countries.  

· “Export” is defined very broadly to include an oral or written disclosure of information, visual inspection, or actual shipment outside the U.S. of technology, software/code or equipment to a foreign person 

· Any method of disclosure may apply: email, telephone, websites, tours, training sessions

What is meant by a “Foreign Person”?
· Any Foreign Government
· Any Foreign Corporation or group that is not currently incorporated in the United States or organized to do business in the United States
· Anyone who is not a lawful permanent resident of the United States 
How does this affect you? 
· YOU CAN VIOLATE EXPORT CONTROL REGULATION WITHOUT 
       LEAVING THE COUNTRY. 
· This is typically done through what is defined as “Deemed Export”.  Deemed 
       export is the export of technology "deemed" to take place when it is released
       to a foreign person within the United States.  No materials need to be 
       transferred in order for this to occur.  Simply educating a foreign person is 
       considered deemed export. Common areas (not comprehensive) that are
       associated with export controls: chemical sciences, biotechnology, many 
       engineering disciplines, materials science, remote sensing, imaging  

       sciences, communications, telecommunications and networking, information
       sciences, computer sciences and many more.
· GENERAL RULE:  US CITIZENS MAY NOT EXPORT TO FOREIGN
       PERSONS CERTAIN MATERIALS AND INFORMATION WITHOUT A 
       LICENSE FROM THE U.S. GOVERNMENT, UNLESS AN EXCLUSION 
       APPLIES.
What are the various regulations governing Export Control Laws (ECLs)?
· Export Administration Regulations (EARs)

· International Traffic in Arms Regulations (ITARs)

· Office of Foreign Assets Control (OFAC)

How do these laws impact research at Clarkson? 
· If Clarkson research involves these controlled technologies, Clarkson may be required to get government approval (a license) before allowing:

· Certain foreign researchers and students in the U.S. (including on campus at Clarkson) or foreign persons outside the U.S. from participating in research involving the controlled technologies

· The sharing of research results with foreign persons

· Providing training and other services to foreign persons

· Sending equipment or software outside the U.S.

Responsibilities
· Caution!  Faculty, staff and students may be held personally liable for violations of EAR and ITAR in the conduct of their research in addition to any liability attaching to the Clarkson University

· Penalties for unlawful disclosure or export of export controlled information are very high fines (millions of dollars) and possibly imprisonment.  

Travel
· A traveler may be able to take a laptop out of the country for use in fundamental research, provided the laptop does not leave the control of the faculty researcher and does not contain restricted software or data.
· Consult the Division of Research (DoR) for guidance in identifying restrictive software or data.
· A traveler must obtain a restrictive party list for individuals they should not establish communication with while on travel status to a foreign destination.
· Consult the Division of Research (DoR) to obtain a restrictive party list.  

Fundamental Research is defined as:
· Basic and applied research in science and engineering, where the results are typically published.  The published results are shared within the scientific community.
· FUNDAMENTAL RESEARCH IS NOT proprietary and for industrial development, design, production, and product utilization, the results of which ordinarily are restricted for proprietary or national security reasons.
· THE FUNDAMENTAL RESEARCH EXCLUSION DOES NOT APPLY TO THE TRANSMISSION OF MATERIAL GOODS.
· UNIVERSITY RESEARCH WILL NOT QUALIFY as FUNDAMENTAL RESEARCH if the university accepts any restrictions on the publication of information resulting from the research, other than limited prepublication reviews by research sponsors to:

· Prevent inadvertent divulging of proprietary information provided to the researcher by the sponsor

· Insure that publication will not compromise patent rights of the sponsor

· Fundamental Research can be released to:

·  anyone in the United States,

· after creation (NOT BEFORE) can be released to anyone anywhere

Published information is information readily available to the public:
· General scientific information that is incorporated into course commonly available at universities
· Patents information in certain patents that have published and are available to the public

· Information on websites that are open to the public where there are no fees, controls or restrictions to the access and no knowledge or control of those that access or download from the sites.
· Information presented at seminars, conferences ,or meeting commonly open to the public (reasonable fee acceptable)  where notes can be taken.
· Information obtained from libraries, bookstores, or newsstands

Education Exclusion:
· ITAR: No export controls associated with information (but not technology and materials) which is “general scientific, mathematical or engineering principles commonly taught in . . . universities.”  

· EAR exclusion for “educational information” released by instruction in catalog courses and associated teaching laboratories.  So, in general, no need for a license to share information as part of a regular course being taught at Clarkson. 

Shipping Equipment Outside The United States:
· If equipment is subject to ITAR regulations, a license is required from the Department of State to ship to any foreign nation.  A license can take a long time to obtain so plan ahead!

· If equipment is subject to EAR regulations,  the necessity of  license is dependent on the facts:

· where it is being shipped and,

· do any exceptions apply

· Plan ahead and notify ORS as soon as possible.

· It is illegal for equipment to be shipped to a country subject to sanctions/embargo under OFAC

EXCLUSIONS Shipping License:
· Under an exception to the need for a license (exception for temporary export), a researcher may be able to take a laptop out of the country for use in fundamental research, provided the laptop does not leave the control of the faculty researcher.
· NOTE: THIS EXCEPTION DOES NOT APPLY TO OFAC EMBARGOED COUNTRIES!!
















